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Problems and Motivation

« Embedded/loT devices shown to be massively
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Problems and Motivation

 Embedded/loT devices shown to be massively
Insecure/exploitable [CZFB14] [CZF16] [CEWD16] [FZXC16]

« CCTV/VSS estimated to 245 mil. devices [IHS15]
- 20% (i.e., ~50 mil.) are IP-based

* Atleast 38% of CCTV/VSS/cameras shown vulnerable to
default credentials attacks [CSt10], in comparison:

- Enterprise Devices ~2%, Home Networking ~7%, Power
Management ~7%
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Problems and Motivation

e« 21 Sep 2016 and 21 Oct 2016
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Problems and Motivation

e 21 Sep 2016 and 21 Oct 2016

™ Octave Klaba / Oles . - -
: This botnet with 145607 cameraadw H SDMbps per IP) is able to send >1.5Tbps
‘\ DDoS. Type: tcp/ack, fop/ack+psh, tcp/syn.

¥ a2

View other replies

Octave Klaba / Qles . -
+6857 new cameras pamclpa’[ed in the DDDS last 48H.

¥ 58

View other replies

Octave Klaba / Oles . 1+ 8 ;
+15654 new cctv participated in the DDDE last 48H.

¥ 37

View other replies
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Problems and Motivation

e 21 Sep 2016 and 21 Oct 2016

KlExicn
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Some Observations

* |In 2013, Shodan queries for more than 1 mil. CCTV/VSS
online devices [C0s13]

- https://github.com/zveriu/cctv-ddns-shodan-censys

e http://insecam.org, 2014

— Streams data from ~100k CCTV/VSS online devices

- Privacy invasion attack via default credential
vulnerability
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https://github.com/zveriu/cctv-ddns-shodan-censys
http://insecam.org/

Some Observations

« Mirai, 2016: 30k 100k, 500k, 1500k CCTV/VSS

arstechmca com;r Jinside-the- machme uprising-how-cameras-dvrs-took-down-parts-o..
>d

2d i headlines. ... By the time it was over, more
30,000 Internet-connected surveillance cameras gnd ...

Chinese firm admits its hacked DVRs, cameras were behind Friday's ...
www.pcworld.com/.../chinese-firm-admits-its-hacked-products-were-behind-fridays-... =

4 days ago - Botnets created from the Miral malware were involved in Friday's cyber ... Security
experts have noticed the malware tries a list of more than 80 ...

How 1.5 Million Connectecl Cameras Were Huacked to Make an .
motherboard. vicoaaes siase Dotnet-brian- krebs -

Sep 29, 2016 - K illi ij ake an Unprecedented Botnet
.. an army made of more ices. ... a Chinese
manufacturer, with a subsidiary in California, of cameras and DVRs. ... Miral, the malware allegedly
used to build the massive ...

Source Code for DDoS Malware Mirai Released - Bizety
https:/iwww.bizety.com/2016/10/03/source-code-for-ddos-malware-mirai-released/ ~

Oct 3, 2016 - Source Code for DDoS Malware Miral released has been confirmed to be the ... more
than one million web-connected cameras and DVRs.

The Hacked Camera Botnet: Not New Just Big | The Security Ledger
https:/isecurdadgs . sane W-just-big/ ~

Sep 30. 20164 More than 100000 infected, Intemnet connected cameras fjayed a part in giant ... made

by DAHUA Te E : alneld . ... ITIs time around, the cameras
are using malware known as eral

Mirai Bots More Than Double Since Source Code Release - Threatpost
https:/ithreatpost.com/mirai-bots-more-than-double-since-source-code.../121368/ ~

Oct 19, 2016 - It also estimates that the number of compromised CCTV cameras, DVRs. home
netwerking equipment overrun by Miral has more than doubled ...

Chinese Company Recalls Cameras, DVRs Used In Last Week's
https:/iwww.techdirt.com/.../chinese-company-recalls-cameras-dvrs-used-last-weeks-m... v

3 days ago - At least one Miral [control server] issued an attack command to hit Dyn,” ... is little more
than a small drop in a very deep ocean of dysfunction.

28th Oct 2016 More than 500,000 loT devices potentially recruitable in the Mirai ..

securityaffairs.co/wordpress/52015/hacki
Oct 8, 2016 - Security experts have discoverdgd more than 500000 vulnerable Internet .. number of
compromised loT devices, including DVRs and cameras.




Some Observations

e More than 80% of devices in Miral attack were CCTV/VSS

28th Oct 2016

Username/Password

Manufacturer

Link to supporting evidence

admin/123456

ACTI IP Camera

root/anko

ANKO Products DVR

hitps.ipym.com/reportsiip-cameras-defauli-pas swords-direciory
i ¥i . 0

rootipass

Axis IP Camera, et. al

1

roothvizxy

Dahua Camera

=] i ¥i

root/888888

Dahua DVR

i - : hp?topic=5035.0

root/666666

Dahua DVR

hitp:iwww. came-it_orgl/index_php?topic=5035.0

root/7ujMkalvizxw

Dahua IP Camera

hittp:ifwww. came-it.org/index. php ?topic=9396.0

root/7ujMkoOadmin

Dahua IF Camera

hittpciwww. cam-it. orglindex php #topic=9396.0

G66666/666666

Dahua IF Camera

hitp:iwww. cleancss comirouter-default'Dahua/DH-IPC-HDW4 300C

root/dreambox

Dreambox TV receiver

hitps:lhwww.satellites.co.ukfforumsithreads/reset-roof-password-plugin. 101146/

rootizhoc

EV ZLX Two-way Speaker?

?

rootfjuantach

Guangzhou Juan Optical

hitps:/inews. ycombinator.comftem ?id=11114012

rootixc3st1

H.264 - Chinese DVR

http:ifwww. cotviorum. comfviewtopic. php ?f=56&t=349308start=15

roothi35s18

HiSilicon IP Camera

hitps:/acassis wordpress comy/2014/08/10/-got-a-pew-hi35 1 8-ip-camera-modules/

root/kivi23

HiSilicon IP Camera

hitps://gist.github.com/gabonaton/74cddbab4i7 33ff047356198c781f27d

root/kivi234

HiSilicon IP Camera

rootfjvbzd

HiSilicon IP Camera

hitps:{igist.github. comigabonaton 74cddfabdfr33fi047356188c781127d

rootiadmin

IPX-DDK Metwork Camera

hitp: ipxin as-and-video-serversinetwork-ca

rootisystemn

IQinVvision Cameras, et. al

https:/ipym.comireports/ip-cameras-default-pas swords-directory

admin/meinsm

Mobotix Metwork Camera

hitpziwww forum.use-ip.co.uk/threads/mobotix-default-password . 76/

root’54321

Packet8 VOIP Phone, et. al

http:ifwebcache. googleusercontent comisearch?g=cache:VW1phozQZURUJ:community. freepbx.orght/packet-atas-phones/411¢

root/00000000

Panasonic Printer

hitps iwww. experts-exchange. comiguestions/26194395/Default-Us er-P assword-for-Panasonic-DP-C405-Web-Interface. himl

rootirealtek

RealTek Routers

admin/1111111

Samsung IP Camera

https:/lipym.comireports/ip-cameras-default-pas swords-directory

rootixmhdipc

Shenzhen Anran Security Camera

hitps:ihwww.amazon.com/MegaPixel-Wireless-Network-Surveillance-Camera/product-reviews/BODEBGFNDI

admin/smcadmin

SMC Routers

hitp:ifwww. cleancss.comirouter-defautt SMC/IROUTER

rootikwb

Toshiba Network Camera

http:ifag. surveillixdvrsupport. comfindex. php? action=adikel&cat=48id=8 &arlang=en

ubntiubnt

Ubiquiti AirDS Router

supenisor/supenvisor

VideolQ

hitp:#setuprouter comirouter/ubiguiti‘airos-airgrid-mShplegin.htm

root/i<none>

Vivotek IP Camera

admin1111

Xerox printers, et. al

rootiZte521

ZTE Router

Source: KrebsOnSecurity.com
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Prior Work

"Security Requirements for Network CCTV" (Lee and Wan,
WAS 2010)

"User authentication protocol for blocking malicious user Iin
Network CCTV environment" (Park and Sun, ICCIT 2011)

"Security model for video surveillance system" (Kim and
Han, ICTC 2012)

“Embedded systems security: Threats, vulnerabilities, and
attack taxonomy” (Papp et al.,, PST 2015)
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Contribution Summary

 We present a comprehensive survey of generic and
specific attacks and mitigations for VSS & CCTV systems
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Contribution Summary

 We present a comprehensive survey of generic and
specific attacks and mitigations for VSS & CCTV systems

* We discuss in-depth novel and specific attacks on VSS
and CCTV systems
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Contribution Summary

 We present a comprehensive survey of generic and specific
attacks and mitigations for VSS & CCTV systems

« We discuss in-depth novel and specific attacks on VSS and
CCTV systems

 We propose one novel covert channel specific to CCTV
cameras (namely mechanical movement and position), and

propose extensions of several existing covert channels over
VSS and CCTV systems
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CCTV/VSS Systems

o Simplified schematic of most CCTV/VSS systems

Camera’s

® 9

Existing Television

& - LI e
Remote PC ';': . iPhone/iPad
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Attack Categories

Software

Hardware/Software

Hardware

RF/Wireless

Optical
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Attack category: Software

e Attack surfaces

- Web Interface
- Other Interfaces (e.g., telnet)
- Firmware Update Interface
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Attack category: Software

« Attack types

Weak/broken authentication/authorization
Insufficient transport layer protection

DoS

Command injection

XSS

CSRF

Information leakage/file disclosure

Buffer overflow

Reverse engineering upgrade

Unverified upgrade
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Attack category:
Hardware/Software

e Attack surfaces

- USB ports
- Debug ports
- Pan-Tilt-Zoom (PTZ)
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Attack category:
Hardware/Software

e Attack types

TOCTTOU
Unverified upgrade
Bootloader attacks

Debug protocols attacks
Data exfiltration

28th Oct 2016 Andrei Costin (andrei@firmware.re)




Attack category: RF/Wireless

e Attack surfaces

- “Raw”/modulated RF (GHz range)
- WIFi 802.11
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Attack category: RF/Wireless

e Attack types

- Eavesdropping
- Interference/Jamming/DoS
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Attack category: Optical

e Attack surfaces

ﬁ

ﬁ

Y Laser
Y Infrared
Y LED

Visual Layer (Imagery Semantics)
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Attack category: Optical

e Attack types

- Camera blinding/Dazzling/DoS
— Data exfiltration
- Command and control

28th Oct 2016 Andrei Costin (andrei@firmware.re)




Generic attacks: Example 1

« Weak/broken authentication or default credentials

Remember that the DVR is, in all likelihood, going to be left on 24 hours a day, 7 days a week.
Keep this in mind when choosing a location for installation.
DEFAULT PASSWORD INFORMATION

To ensure your privacy, this DVR supports password protection.

. g rd - until you set a password and enable password protection, the
DVR will not ask you for one.
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Specific attacks: Example 1

« Data exfiltration via VisiSploit

Figure 6. Sample of photos taken during testing, following
basic image processing.

Source: Guri et al., arXiv 1607.03946
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Specific attacks: Example 1

« Data exfiltration via VisiSploit extension

Figure 6. Sample of photos taken during testing, following
basic image processing.

Source: Guri et al., arXiv 1607.03946
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Specific attacks: Example 2

« Command and control via malicious optical input

Disable
recording

Update
malware

Contact
C&Cserv

Blur face

Source: [Cos13]
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Specific attacks: Example 2

« Command and control via malicious optical input

(a) Lead tape pattern {b) Pattern concealed (e} Scan as captured

Figure 7: A Secret Knock — We demonstrate how malware infecting the Secure 1000 user console could be used to defeat the
scanner. The malware is triggered when it detects a specific pattern in a scan, as shown here. It then replaces the real image (c) of the
attacker, which might reveal hidden contraband, with an innocuous image stored on disk. Pattern recognition occurs in real time.

Source: Mowery et al., USENIX Security 2014
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Specific attacks: Example 3

 Data exfiltration via PTZ mechanics

— Similar to marshalling signals concept

MARSHALLING SIGNALS

R o
e LR

28th Oct 2016

START ENGINE(S) BRAKES F'L."-\CE OURSELF FROCEED TD NEXT MOVE AHEAD
(commence with open palims) FACING ME MARSHALLER

jif ﬁ?\v /e ﬂﬁ\v Tz%

STOP TURN TO YOUR LEFT  TURN TO YOUR RIGHT ~ TURN TAIL TO YOUR TURN TAIL TO

“*ﬁ@ i

CUT ENGINES CONNECT TO DISCONNECT TO CHOCKS REMO\:‘ED CHOCKS INSERTED

g

SLOWDOWN sL W WN MOVE BACK FIRE

\

Source Langley Flying School
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Specific attacks: Example 3

 Data exfiltration via PTZ mechanics

Camera position in normal operation Camera position data exfiltration attack

HUISUN
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Specific attacks: Example 3

 Data exfiltration via PTZ mechanics

- More cameras = more exfiltration bandwidth

28th Oct 2016




ummary:
Threats, Attacks, Mitigations

E sploiinm Batg
e 2ily it plen iy

Al gy Artek il At ok oy s Ak Uype Dty e ctind o om

- Wl Interiae Wit i Metwod Remote | - Farnrw ’ . l“;“"lli-‘-‘:':"l'uil=-:"* s
Al Cather bt P —— MerwodLocal | - Sirdbw e of VA5, OB, : Y : Ry g ——
vl e i e upalid o

. Wik tend s : Merwodk Resmte | - Py DVE. M VR ’ ] . el ol i ook ] e ol
Solvwime Cther I - i . Lo e VAS CME, B y - ] e sl ook
. . - e - A i i - ot e tad. pr sk

PSR L ARl

Wb hnterfuie T —— Metwork- Remmute | - Faer | — 2 i ciniur by bl o
Cuher e o L, Merwode Lcal | - Sar 5 UM, vl wrver : syt thim by build o

DVR. NVR

b Maeai o e 0 MerwodcLocd | - 5o VM, CME.

T RTTF mqact
e okem i 2 biddem )
abe il - CAFTOHA ues
- Walkkie and g the mpits

M epwods Rt | - Fas TR MY 3 E iy s il
s dnceace ':'-U:JIE B etwid- Restnle A 5 DWVR, NVR. IP-Geiiza B Eupy b Coapley

NerwodeLocal | - Sofwae of VS, CME, wdo e E

Merwod- Renote | - Fae DV N VR 1P

s Interice Piih u::.u-.n.|'.u:| prr VAlE At “j- - Lke e

iafiw e gl i Mewod Remte | - i of VR M VR, | Posmniera :; Eigj - Vilikii: i
IR E—T | Merwork L . i o VBE, CMS, widens swever (=] - Check st ahorston
— - Dbl e b higggiong
TV anl
- U APTs imtesad o mrw sy seon il
Seghiatelal” i nly

s Intexs e

Merwod Resmste: | - Faee { VR, NVR. 1P-cimiicza ¥ Exciy s B ealitis
dinjetin [33]

b Maeai o Merwode Lvcal | - Sar ME, CME, widi v

Merwod- Rente | - Fae DVR. NVR. 1P % T £y 3 e - e s AP aveteid. ool o ke el v s

T Bulix overfow 17
e it ovcstow (7] NerwodeLocal | - Sofwae of VS, CME, wdo e (=] - U st sl s for diseaery

Foamvwir: Upalate Reverse mgnoring M Lo e, b npien iy o Oyl - Fanmtvwie: enc ey pliien using oy i stinadis inad PRI

g i Coogpls - Famvwine sgning ind veriuaion using FKL

Fanmwime: Ul Unsigmedhoscr il upgrn [2] [ Merwode Loca | 7200 R e v hasking

SufrwireHintwee | o 40 Dt okt tivm MerwodeLocal | . 3 Einy s Mealisen
) ) Py sieatLial

R ey v " e
TTOC TG =T 11T ~Hoak e o DVR RV TP | ok Canes Ty The twae o B Bl o miemid s

 Unignel e dieTupga: (2] | PRPdlaal | g g, A5, OB, vidias serves - | oo this e the chizlts o the

Henlwme

- T id i ool Fhyaca-Loaal - W B o By b Congalen

B P - Draa il ofm Lin mghl - NYVRDVRE
nugery Semuntics) Vadeu i

Frpawadoal | : Congles
[Rep— ! J (331

O ol

Voud Lige
Opic VisiSphal Dt eyt
(lnupgery Semmintics)

Herwod- Rennle
O Sy Dhak el i Bl erwidk- Local

Eipy b baluem By e Congley
Al

g il v fids [ ]=] [3]ae]

- Dot el s I - T hx 1R LED Eany s Bkl pin

B i e iy i i

[ FHY lniecl i : ] el [ "
i i s - Comncris with IR %

Her sy e

- Vialow semsors 13]41]

HerT Talm T : T e T e T

R 13] 4] - Spota Bt maodudpus sond e it wasiplesing

O FHY Il ooeal Crpter blndng (daeebag ) - Ui enimipd. Elters: n tum, it affcts nmgh-y mam Bl

O FHY Liex Crpter blndng (daeebag )

. . . D of -Servine: (Do) : . . - Spead sprctrim o lms i
R Wik Ranbir Frejuency (RF) L . atam Enks B e e b Const e
e e e B I; S S e .n.unﬁ‘ J'J!.ﬁ@. UDSSs Em RIAGSS |72

it ks Eii - Speeel g e s i

Wi Rako Frojuery (RF) i — fitimny Cimmples - D f34] Fiss [5a] vnsss (5] Roaosss |7

: A " 3 0k .
R Wines - Fd ) . [ ik i Clanple s

- Dhr ot i i B o st pls i e Kl

Eimdmppay - Uk st pradiognd e g WPAZ)

Phy s - Rl




Conclusions

« Embedded/loT devices represent the new powerhorse for
large-scale or sophisticated attacks
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Conclusions

Embedded/loT devices represent the new powerhorse for
large-scale or sophisticated attacks

CCTV and VSS systems are particularly exposed due to their
number, ease of installation and intended functionality

- Largest Internet DDoS attack to date was run mainly from
CCTV and VSS systems

CCTV and VSS systems open avenues for specific attacks

A systematic and practical approach should be taken to
securing CCTV and VSS systems

— Our paper can serve as a starting guideline and checklist
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Thank you!
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