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Statistics

Accepted papers: 417 (including 35 from Sec’23)
35 still undergoing major revision

Paper submissions by deadline (2276 total, 100 desk rejected):
« Summer: 515 Y

- Fall: 990 > Acceptance rate: 17.3%-18.9%
* Winter: 771 y

356 PC members: 6,688 reviews, 23,287 discussion comments

www.usenix.org/usenixsecurity24 @usenix @USENIXSecurity #usesec24
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USENIX Security is Growing!
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Historical Acceptance Rates
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Paper Decisions During the Review Process

Accept

Minor Revision -> Accept ,
R1 Reject

134

99.3% acceptance rate
for Minor Revisions

Major Revision -> Accept

232

Major/Minor Revision -> Reject o
98.7% acceptance rate

for Major Revisions

R2 Reject

www.usenix.org/usenixsecurity24 @usenix @USENIXSecurity #usesec24
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Average Scores for Accepted and Rejected Papers

Accepted papers Rejected papers 73%

(Average score: 2.575) (Average score: 3.653)

44%
34%
21%
11%
5%
Accept Minor Major Reject Accept Minor Major Reject
(1) (2) (3) (4) (1) (2) (3) (4)

www.usenix.org/usenixsecurity24 @usenix @USENIXSecurity #usesec24
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9 things you don’t know about
USENIX Security 2024

ix @USENIXSecurity #usesec 24
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3. Acceptance Rate by Topic )
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4. Accepted Papers by Country
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5. Acceptance Rate by Country
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6. Accepted Papers by the Number of Authors
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7. Acceptance Rate by the Number of Authors
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8. Accepted Papers by the Number of Countries

251
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9. Acceptance Rate by the Number of Countries

2x-3x higher
acceptance rate
for papers
collaborated
between

4 countries
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Guarantee Success for USENIX Security 2024

“Hard” Way “Easy” Way

Have brilliant ideas, do Find 15 co-authors in

outstanding work, get 4 countries, write about

Interesting results, write _
superbly, and follow the CFP usable st?)c'll'ﬁ:-tl{e’;nd move

guidelines.

www.usenix.org/usenixsecurity24 @usenix @USENIXSecurity #usesec24
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People to Thank
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Program Vice Co-Chairs

Tiffany Bao Alexandra Qi Li Giancarlo Chen Yan Yupeng Zhang

Arizona State Dmitrienko Tsinghua Pellegrino Zhejiang University of
University University of University CISPA Helmholtz ~ University lllinois at
Wuerzburg Center for Urbana-—
Information Champaign
Security

www.usenix.org/usenixsecurity24 @usenix @USENIXSecurity #usesec24
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Yousra Aafer, University of Waterloo

Aysajan Abidin, imec-COSIC KU Leuven

Ruba Abu-Salma, King's College London

Abbas Acar, Florida International University

Adil Ahmad, Arizona State University

Cristina Alcaraz, University of Malaga

Magnus Almgren, Chalmers University of Technology
Mario S. Alvim, Universidade Federal de Minas Gerais
Abdelrahaman Aly, Technology Innovation Institute (TII)
Mahmoud Ammar, Huawei Research

Elena Andreeva, Vienna University of Technology
Manos Antonakakis, Georgia Tech

Daniele Antonioli, EURECOM

Simone Aonzo, EURECOM

Diego F. Aranha, Aarhus University

Frederico Araujo, IBM Research

Ahmad Atamli, NVIDIA

Giuseppe Ateniese, George Mason University

Elias Athanasopoulos, University of Cyprus

Erman Ayday, Case Western Reserve University
Guangdong Bai, The University of Queensland

Luca Baldesi, University of California, Irvine

Musard Balliu, KTH Royal Institute of Technology
Sébastien Bardin, CEA LIST, Université Paris-Saclay
Lejla Batina, Radboud University

Lujo Bauer, Carnegie Mellon University

Sebastian Berndt, University of Liibeck

Konstantin (Kosta) Beznosov, University of British Columbia

Giuseppe Bianchi, University of Roma Tor Vergata

Battista Biggio, University of Cagliari

Tamara Bonaci, Northeastern University

Joseph Bonneau, New York University

Marcus Botacin, Texas A&M University

Sven Bugiel, CISPA Helmholtz Center for Information
Security

Nathan Burow, MIT Lincoln Laboratory

Juan Caballero, IMDEA Software Institute

Patricia Arias Cabarcos, Paderborn University

Stefano Calzavara, Universita Ca' Foscari Venezia

Yinzhi Cao, Johns Hopkins University

Srdjan Capkun, ETH Zurich

Alvaro A. Cardenas, University of California, Santa Cruz

Nicholas Carlini, Google

Lorenzo Cavallaro, University College London

Z. Berkay Celik, Purdue University

Sang Kil Cha, Korea Advanced Institute of Science and
Technology (KAIST)

Varun Chandrasekaran, University of lllinois at

Urbana—Champaign and Microsoft Research

Rahul Chatterjee, University of Wisconsin—Madison

Program Committee (356 PC members)

Sze Yiu Chau, The Chinese University of Hong Kong

Alfred Chen, University of California, Irvine

Guoxing Chen, Shanghai Jiao Tong University

Hao Chen, University of California, Davis

Kai Chen, Institute of Information Engineering, Chinese
Academy of Sciences

Long Chen, Institute of Software Chinese Academy
of Sciences

Sanchuan Chen, Auburn University

Yanjiao Chen, Zhejiang University

Yizheng Chen, University of Maryland

Yushi Cheng, Tsinghua University

Giovanni Cherubin, Microsoft

Euijin Choo, University of Alberta

Sherman S. M. Chow, The Chinese University
of Hong Kong

Nicolas Christin, Carnegie Mellon University

Mihai Christodorescu, Google

Shaanan Cohney, University of Melbourne

Mauro Conti, University of Padova

Andrea Continella, University of Twente

Manuel Costa, Azure Research, Microsoft

Daniele Cono D'Elia, Sapienza University of Rome

Savino Dambra, Norton Research Group

Lucas Davi, University of Duisburg-Essen

Lorenzo De Carli, University of Calgary

Fabio De Gaspari, Sapienza University of Rome

Luca Demetrio, Universita degli Studi di Genova

Ambra Demontis, University of Cagliari

Ghada Dessouky, Google

Changyu Dong, Guangzhou University

Adam Doupé, Arizona State University

Minxin Du, The Chinese University of Hong Kong

Tudor Dumitras, University of Maryland, College Park

Zakir Durumeric, Stanford University

Laura Edelson, New York University

Chang Ee-Chien, National University of Singapore

Manuel Egele, Boston University

Thomas Eisenbarth, University of Libeck

Thorsten Eisenhofer, Technische Universitét Berlin

Mohamed Elsabagh, Quokka

Pardis Emami-Naeini, Duke University

William Enck, North Carolina State University

Sascha Fahl, CISPA Helmholtz Center for Information
Security

Habiba Farrukh, University of California, Irvine

Aurore Fass, CISPA Helmholtz Center for Information
Security

Bo Feng, Zhejiang University

Hossein Fereidooni, KOBIL GmbH

Tobias Fiebig, Max Planck Institute for Software Systems (MPI-SWS)

Bryan Ford, EPFL

Alisa Frik, International Computer Science Institute (ICSI)

Aymeric Fromherz, Inria

Kevin Fu, Northeastern University

Xinwen Fu, University of Massachusetts Lowell

Kelsey Fulton, Colorado School of Mines

Carlos Ganan, ICANN

Tal Garfinkel, University of California, San Diego

Carrie Gates, Bank of America

Gennie Gebhart, Electronic Frontier Foundation
and University of Washington

Zahra Ghodsi, Purdue University

Esha Ghosh, Microsoft Research

Yossi Gilad, The Hebrew University of Jerusalem

Devashish Gosain, Birla Institute of Technology and Science
and Max Planck Institute for Informatics

Andre Gregio, Federal University of Parana (UFPR)

llya Grishchenko, University of California, Santa Barbara

Daniel Gruss, Graz University of Technology

Guofei Gu, Texas A&M University

Marco Guarnieri, IMDEA Software Institute

Wenbo Guo, Purdue University

Ariel Hamlin, Northeastern University

Jun Han, Yonsei University

Weili Han, Fudan University

Shuang Hao, The University of Texas at Dallas

Hamza Harkous, Google

Behnaz Hassanshahi, Oracle Labs

Nguyen Phong Hoang, University of Chicago

Thorsten Holz, CISPA Helmholtz Center for Information Security

Houman Homayoun, University of California, Davis

Nicholas Hopper, University of Minnesota

Tao Hou, University of North Texas

Yuncong Hu, Shanghai Jiao Tong University

Danny Yuxing Huang, New York University

Jun Ho Huh, Samsung Research

Syed Rafiul Hussain, The Pennsylvania State University

Alice Hutchings, University of Cambridge

Luca Invernizzi, Google

Cynthia Irvine, Naval Postgraduate School

Fabian Ising, Fraunhofer SIT and National Research Center
for Applied Cybersecurity ATHENE

Dennis Jackson, Mozilla

Charlie Jacomme, Inria Paris

Joseph Jaeger, Georgia Institute of Technology

Sashidhar Jakkamsetti, Bosch Research

Rob Jansen, U.S. Naval Research Laboratory

Kangkook Jee, The University Texas at Dallas

Rikke Bjerg Jensen, Royal Holloway,
University of London

Yuseok Jeon, UNIST (Ulsan National Institute
of Science and Technology)

Shouling Ji, Zhejiang University

Xiaoyu Ji, Zhejiang University

Xiangkun Jia, Institute of Software Chinese Academy
of Sciences

Aaron Johnson, U.S. Naval Research Laboratory

Gabriel Kaptchuk, Boston University

Yigitcan Kaya, University of California, Santa Barbara

Marcel Keller, CSIRO's Data61

Vasileios Kemerlis, Brown University

Dmitry Khovratovich, Ethereum Foundation

Kyungtae Kim, Dartmouth College

Taegyu Kim, The Pennsylvania State University

Taesoo Kim, Georgia Institute of Technology and

Samsung Research

Yongdae Kim, Korea Advanced Institute of Science
and Technology (KAIST)

David Kohlbrenner, University of Washington

Sebastian Kéhler, University of Oxford

Tadayoshi Kohno, University of Washington

Kari Kostiainen, ETH Zurich

Platon Kotzias, Norton Research Group

Steve Kremer, Inria

Katharina Krombholz, CISPA Helmholtz Center for
Information Security

Christopher Kruegel, University of California,
Santa Barbara

Kavita Kumari, Technical University of Darmstadt

Andrew Kwong, The University of North Carolina at
Chapel Hill

Giovanni Lagorio, University of Genoa

Andrea Lanzi, University of Milan

Pierre Laperdrix, CNRS

Riccardo Lazzeretti, Sapienza University of Rome

Kevin Leach, Vanderbilt University

Tancréde Lepoint, Amazon Web Services

Frank Li, Georgia Institute of Technology

Ming Li, University of Arizona

Song Li, Zhejiang University

Kaitai Liang, Delft University of Technology

Christopher Liebchen, Google

Yun Lin, Shanghai Jiao Tong University

Zhigiang Lin, The Ohio State University

Zhen Ling, Southeast University

Ting Liu, Xi'an Jiaotong University

Yao Liu, University of South Florida

@usenix @USENIXSecurity #usesec24

www.usenix.org/usenixsecurity24
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Zhuotao Liu, Tsinghua University
Yan Long, University of Michigan
Wouter Lueks, CISPA Helmholtz Center
for Information Security
Lannan Lisa Luo, George Mason University
Mulong Luo, Cornell University
Xiapu Luo, The Hong Kong Polytechnic University
Siqi Ma, The University of New South Wales
Aravind Machiry, Purdue University
Matteo Maffei, Technische Universitat Wien
Christian Mainka, Ruhr University Bochum
Nathan Malkin, University of Maryland
Stefan Mangard, Graz University of Technology
Michail Maniatakos, New York University Abu Dhabi
Antonio Marcedone, Zoom Video Communications, Inc.
Ivan Martinovic, University of Oxford
Sahar Mazloom, JPMorgan Chase
Jon McCune, Google
Allison McDonald, Boston University
Derrick McKee, MIT Lincoln Laboratory
Catherine Meadows, U.S. Naval Research Laboratory
Shagufta Mehnaz, The Pennsylvania State University
Sarah Meiklejohn, Google and University College
London
Marcela Melara, Intel Labs
Yan Meng, Shanghai Jiao Tong University
Markus Miettinen, Technische Universitat Darmstadt
Jiang Ming, Tulane University
Vladislav Mladenov, Ruhr University Bochum
Esfandiar Mohammadi, University of Libeck
Mainack Mondal, Indian Institute of Technology,
Kharagpur
Hyungon Moon, UNIST (Ulsan National Institute of Science
and Technology)
Veelasha Moonsamy, Ruhr University Bochum
Marius Muench, University of Birmingham
Takao Murakami, ISM
Shravan Ravi Narayan, The University of Texas
at Austin
Ivan De Oliveira Nunes, Rochester Institute
of Technology
Adam Oest, Paypal
Hamed Okhravi, MIT Lincoln Laboratory
Gabriele Oligeri, Hamad Bin Khalifa University
Cristina Onete, Université de Limoges, XLIM,
and CNRS 7252
Simon Oya, The University of British Columbia
Ercan Ozturk, Meta
Fabio Pagani, Binarly

Program Committee (356 PC members)

Panos Papadimitratos, KTH Royal Institute of Technology

Dimitrios Papadopoulos, The Hong Kong University of
Science and Technology

Thomas Pasquier, University of British Columbia

Andrew Paverd, Microsoft

Mathias Payer, EPFL

Paul Pearce, Georgia Institute of Technology

Sai Teja Peddinti, Google

Amreesh Phokeer, Internet Society

Pablo Picazo-Sanchez, Halmstad University

Stjepan Picek, Radboud University

Fabio Pierazzi, King's College London

Maura Pintor, University of Cagliari

Georgios Portokalidis, Stevens Institute of Technology

Niels Provos, Lacework

Chenxiong Qian, The University of Hong Kong

Han Qiu, Tsinghua University

Gang Qu, University of Maryland

JV Rajendran, Texas A&M University

Kopo Marvin Ramokapane, University of Bristol

Sara Rampazzi, University of Florida

Aanjhan Ranganathan, Northeastern University

Kasper Rasmussen, University of Oxford

Mariana Raykova, Google

Elissa Redmiles, Max Planck Institute for Software Systems
(MPI-SWS)

Oscar Reparaz, Block, Inc.

Tamara Rezk, Inria

Konrad Rieck, Technische Universitat Berlin

Florentin Rochet, UNamur

Franziska Roesner, University of Washington

Eyal Ronen, Tel Aviv University

Stefanie Roos, RPTU Kaiserslautern-Landau

Christian Rossow, CISPA Helmholtz Center
for Information Security

Kevin Alejandro Roundy, Gen Digital

Scott Ruoti, University of Tennessee, Knoxville

Andrei Sabelfeld, Chalmers University of Technology

Ahmad-Reza Sadeghi, Technische Universitat Darmstadt

Sayandeep Saha, Université catholique de Louvain

Merve Sahin, SAP Security Research

Kazue Sako, Waseda University

Jun Sakuma, Tokyo Institute of Technology

Soheil Salehi, University of Arizona

Iskander Sanchez-Rola, Norton Research Group

Nuno Santos, INESC-ID and Instituto Superior Técnico,
University of Lisbon

Sebastian Schinzel, Minster University of Applied Sciences,
Fraunhofer SIT, and ATHENE

usenixsecurity24

Michael Schwarz, CISPA Helmholtz Center
for Information Security

Wendy Seltzer, Tucows

Johanna Sepilveda, Airbus Defence and Space

Bingyu Shen, Meta Platforms, Inc.

Chao Shen, Xi'an Jiaotong University

Emily Shen, MIT Lincoln Laboratory

Shweta Shinde, ETH Zurich

Maliheh Shirvanian, Netflix

Ali Shokri, Virginia Tech

Haya Shulman, Goethe-Universitat Frankfurt,
Fraunhofer SIT, and ATHENE

Manya Sleeper, Google

Peter Snyder, Brave Software

Dokyung Song, Yonsei University

‘Yongsoo Song, Seoul National University

Alessandro Sorniotti, IBM Research Europe

Dario Stabili, Aima Mater Studiorum - Universita
di Bologna

Ben Stock, CISPA Helmholtz Center for Information
Security

Gianluca Stringhini, Boston University

Martin Strohmeier, armasuisse Science and Technology,

Cyber-Defence Campus

Guillermo Suarez-Tangil, IMDEA Networks Institute

Takeshi Sugawara, The University of
Electro-Communications

Kun Sun, George Mason University

Wei Sun, University of California, San Diego

i Sun, Beijing University of Posts and
Telecommunications

Zhibo Sun, Drexel University

Qiang Tang, The University of Sydney

Juan Tapiador, UC3M

Teryl Taylor, IBM Research

Yuan Tian, University of California, Los Angeles

Nils Ole Tippenhauer, CISPA Helmholtz Center for
Information Security

Rahmadi Trimananda, Comcast

Chia-Che Tsai, Texas A&M University

Giiliz Seray Tuncay, Google

Selcuk Uluagac, Florida International University

Blase Ur, University of Chicago

Anjo Vahldiek-Oberwagner, Intel Labs

Jo Van Bulck, imec-DistriNet, KU Leuven

Michel van Eeten, Delft University of Technology

Mayank Varia, Boston University

Venkat Venkatakrishnan, University of lllinois Chicago

Luca Vigano, King's College London

Giovanni Vigna, University of California, Santa Barbara

Daniel Votipka, Tufts University

Alexios Voulimeneas, Delft University of Technology

David Wagner, University of California, Berkeley

Cong Wang, City University of Hong Kong

Fish Wang, Arizona State University

Gang Wang, University of lllinois at Urbana—Champaign

Qian Wang, Wuhan University

Shuai Wang, The Hong Kong University of Science and Technology

Ting Wang, The Pennsylvania State University

Xiangyu Wang, Xidian University

Xiao Wang, Northwestern University

Zhibo Wang, Zhejiang University

Edgar Weippl, University of Vienna, SBA Research

Josephine Wolff, Tufts University

Christian Wressnegger, Karlsruhe Institute of Technology (KIT)

Nan Wu, CSIRO's Data61

Yang Xiang, Swinburne University of Technology

Liang Xiao, Xiamen University

Chenren Xu, Peking University

Fengyuan Xu, Nanjing University

Jason (Minhui) Xue, CSIRO's Data61

Carter Yagemann, The Ohio State University

Guangliang Yang, Fudan University

Yuval Yarom, Ruhr University Bochum

Attila A Yavuz, University of South Florida

Chia-Mu Yu, National Yang Ming Chiao Tung University

Yu Yu, Shanghai Jiao Tong University

Xingliang Yuan, Monash University

Xu Yuan, University of Louisiana at Lafayette

Savvas Zannettou, Delft University of Technology

Daniel Zappala, Brigham Young University

Sarah Zennou, Airbus

Bingsheng Zhang, Zhejiang University

Fan Zhang, Yale University

Fengwei Zhang, Southern University of Science and Technology (SUSTech)

Kehuan Zhang, The Chinese University of Hong Kong

Mu Zhang, University Of Utah

Ning Zhang, Washington University

Xiaokuan Zhang, George Mason University

Yougian Zhang, The Hong Kong Polytechnic University

Yuan Zhang, Fudan University

Yue Zhang, The Ohio State University

Zhikun Zhang, Stanford University and CISPA Helmholtz Center
for Information Security

Qingchuan Zhao, City University of Hong Kong

Ziming Zhao, University at Buffalo

Hao Zhou, The Hong Kong Polytechnic University

Haojin Zhu, Shanghai Jiao Tong University

Saman Zonouz, Georgia Tech

Mary Ellen Zurko, MIT Lincoln Laboratory

@usenix @USENIXSecurity #usesec24
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Poster Session Co-Chairs
Andrea Continella, University of Twente
Yuan Tian, University of California, Los Angeles

Test of Time Awards Committee

Dan Boneh, Stanford University

Joe Calandrino, Federal Trade Commission

Srdjan Capkun, ETH Zurich

Lorrie Cranor, Carnegie Mellon University

Nick Feamster, University of Chicago

Kevin Fu, Northeastern University

Fabian Monrose, The University of North Carolina
at Chapel Hill

David Wagner, University of California, Berkeley

Wenyuan Xu, Zhejiang University

Mentoring Co-Chairs

Christina Garman, Purdue University

Michelle Mazurek, University of Maryland

Yuan Tian, University of California, Los Angeles

www.usenix.org/usenixsecurity24

Steering Committee

Michael Bailey, Georgia Institute of Technology
Kevin Butler, University of Florida

Joe Calandrino, Federal Trade Commission
Srdjan Capkun, ETH Zurich

William Enck, North Carolina State University
Rachel Greenstadt, New York University
Casey Henderson-Ross, USENIX Association
Nadia Heninger, University of California, San Diego
Thorsten Holz, Ruhr-Universitat Bochum
Tadayoshi Kohno, University of Washington
Franziska Roesner, University of Washington
Kurt Thomas, Google

Patrick Traynor, University of Florida

Carmela Troncoso, EPFL

@usenix @USENIXSecurity

#usesec24
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Distinguished Papers & Internet Defense Price Committee

Dan Boneh, Stanford

David Brumley, CMU

Yanjiao Chen, Zhejiang University

Kevin Fu, Northeastern University

Guofei Gu, Texas A&M

Xiaoyu Ji, Zhejiang University

Zhigiang Lin, Ohio State University

Catherine Meadows, Naval Research Laboratory
Hamed Okhravi, MIT Lincoln Laboratory

Michel van Eeten, Delft University of Technology
David Wagner, Univ. of California - Berkeley
Qian Wang, Wuhan University

Moti Yung, Google

Daniel Zappala, Brigham Young University
Yupeng Zhang, University of lllinois at Urbana-Champaign

www.usenix.org/usenixsecurity24 @usenix @USENIXSecurity #usesec24
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Artifact Evaluation Committee Co-Chairs
Phani Vadrevu, Louisiana State University
Anjo Vahldiek-Oberwagner, Intel Labs

Artifact Evaluation Publication Co-Chairs
Victor Le Pochat, KU Leuven

Artifact Evaluation Committee
Bhupendra Acharya, CISPA Helmholtz Center
for Information Security
Shubham Agarwal, CISPA Helmholtz Center
for Information Security
Ayomide Akinsanya, Stevens Institute of Technology
Ruba Alsmadi, Louisiana State University
Jessy Ayala, University of California, Irvine
Alessandro Baccarini, University at Buffalo
Xuesong Bai, University of California, Irvine
David Balash, University of Richmond
Luca Baldesi, University of California, Irvine
Hannaneh Barahouei Pasandi, University of California,
Berkeley
Yohan Beugin, University of Wisconsin—Madison
Evangelos Bitsikas, Northeastern University
Jakob Bleier, Technische Universitat Wien
Clemens-Alexander Brust, DLR Institute of Data Science
Jiahao Cao, Tsinghua University
Yuanhaur Chang, Washington University in St. Louis

Mohamed Hashim Changrampadi, Chalmers University of Technology

Kevin Cheang, Amazon Web Services

Chen Chen, Texas A&M University

Wei Chen, The Hong Kong University of Science and Technology
Xiaogi Chen, Princeton University

Yanzuo Chen, The Hong Kong University of Science and Technology

Yongting Chen, New York University Shanghai

Mingfei Cheng, Singapore Management University

Pascal Cotret, ENSTA Bretagne

Jian Cui, Indiana University Bloomington

Giulio De Pasquale, King's College London

Zizhuang Deng, SKLOIS, Institute of Information Engineering,
Chinese Academy of Sciences

Aolin Ding, Accenture Labs

Antreas Dionysiou, University of Cyprus

Tian Dong, Shanghai Jiao Tong University

Hossam ElAtali, University of Waterloo

Yuzhou Fang, University of Southern California

Yusi Feng, University of Chinese Academy of Sciences
Christof Ferreira Torres, ETH Zurich

Chuanpu Fu, Tsinghua University

Alexander Gaidis, Brown University

Lukas Gerlach, CISPA Helmholtz Center for Information Security
Shlok Gilda, University of Florida

Ravi Prakash Giri, Meta

Sindhu Reddy Kalathur Gopal, University of Wyoming

Sanket Goutam, Stony Brook University

Ziyi Guo, Northwestern University

Florian Hantke, CISPA Helmholtz Center for Information Security
Keno Hassler, CISPA Helmholtz Center for Information Security
Haojie He, Shanghai Jiao Tong University

Ningyu He, Peking University

Yi He, Tsinghua University

Tiago Heinrich, Federal University of Parana

Hailong Hu, University of Luxembourg

Hongsheng Hu, CSIRO’s Data61

Jingmei Hu, Amazon

Shengtuo Hu, ByteDance

Zhenghao Hu, New York University

Long Huang, Louisiana State University

Qiging Huang, University at Buffalo

Alfusainey Jallow, CISPA Helmholtz Center
for Information Security

Yilin Ji, Karlsruhe Institute of Technology

Hao Jin, Texas A&M University

Yibo Jin, The Hong Kong University of Science
and Technology

Jonas Juffinger, Graz University of Technology

Joseph Khoury, Louisiana State University

Soomin Kim, Korea Advanced Institute of Science
and Technology (KAIST)

Sungwoo Kim, Purdue University

Konstantinos Kleftogiorgos, Stevens Institute of Technology

Torsten Krauf3, University of Wirzburg

John Kressel, University of Manchester

Tu Le, University of California, Irvine

Seongmin Lee, Max Planck Institute for Security and Privacy

Caihua Li, Yale University

Peiyang Li, Tsinghua University

Penghui Li, The Chinese University of Hong Kong

Zihao Li, The Hong Kong Polytechnic University

Han Liu, Washington University in St. Louis

Jing Liu, University of California, Irvine

Jinhong Liu, Zhejiang University

Shigang Liu, Swinburne University of Technology

Zhengyang Liu, University of Utah

Eman Maali, Imperial College London

Noah Mauthe, CISPA Helmholtz Center
for Information Security

Atefeh Mohseni Ejiyeh, University of California,
Santa Barbara

Kunal Mukherjee, The University of Texas at Dallas

www.usenix.org/usenixsecurity24
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Artifact Evaluation Committee (cont’)

Hoang Dai Nguyen, Louisiana State University

Abdun Nihaal, Indian Institute of Technology Madras

Xiaoyi Pang, Zhejiang University

Eric Pauley, University of Wisconsin—Madison

Deepak Pillai, University of Adelaide

Imranur Rahman, North Carolina State University

Mirza Masfiqur Rahman, Purdue University

Vidya Lakshmi Rajagopalan, Stevens Institute of Technology
Prashant Rajput, New York University Abu Dhabi

Jenni Reuben

Ritik Roongta, New York University

Zain Ruan, Massachusetts Institute of Technology

Abhinaya S.B., North Carolina State University

Mohammad Hammas Saeed, Boston University

Amit Samanta, University of Utah

Fan Sang, Georgia Institute of Technology

Benedict Schliiter, ETH Zurich

Till Schllter, CISPA Helmholtz Center for Information Security
Christoph Sendner, University of Wiirzburg

Amir Shahatit, New York University

Salvatore Signorello, Telefonica Research

Sachin Kumar Singh, University of Utah

Johnny So, Stony Brook University

Avinash Sudhodanan, HUMAN Security

Yugiang Sun, Nanyang Technological University

Leon Trampert, CISPA Helmholtz Center for Information Security
Billy Tsouvalas, Stony Brook University

Kevin van Liebergen, IMDEA Software Institute

Arturo Villacafias, CISPA Helmholtz Center for Information Security
Ryan Vrecenar, Sandia National Laboratories

www.usenix.org/usenixsecurity24

-

Jinwen Wang, Washington University in St. Louis

Feng Wei, University at Buffalo

Shujiang Wu, F5

Yuhao Wu, Washington University in St. Louis

Qi Xia, The University of Texas at San Antonio

Jiacen Xu, University of California, Irvine

Jinyan Xu, Zhejiang University

Yibin Xu, University of Copenhagen

Jiongchi Yu, Singapore Management University

Zheng Yu, Northwestern University

Bowen Zhang, The Hong Kong University of Science and
Technology

Jingyao Zhang, University of California, Riverside

Menghao Zhang, Tsinghua University

Mengya Zhang, The Ohio State University

Qifan Zhang, University of California, Irvine

Ruiyi Zhang, CISPA Helmholtz Center for Information Security
Yifan Zhang, Indiana University Bloomington

Zhiyu Zhang, SKLOIS, Institute of Information Engineering, Chinese
Academy of Sciences

Zhiyuan Zhang, The University of Melbourne

Kunsong Zhao, The Hong Kong Polytechnic University

Yu Zheng, The Chinese University of Hong Kong

Chenyu Zhou, University of Southern California

Kyrie Zhou, University of lllinois at Urbana—Champaign

Man Zhou, Huazhong University of Science and Technology
Xia Zhou, Zhejiang University

Xugui Zhou, University of Virginia

Yi Zhou, Carnegie Mellon University
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USENIX

USENIX Staff USENIX Board
Kara Arias Jasmine Murcia Amy Rich, President

Cathy Bergman Simone Richmond-Burden William Enck, Vice President
Arnold Gatilao Heidi Sherwood Lea Kissner, Secretary
Casey Henderson-Ross Ginny Staubach Kurt Andersen, Treasurer
Jessica Kim Sarah TerHune Sujata Banerjee, Director
Mo Moreno Karen Wong Thorsten Holz, Director
Camille Mulligan Laura Nolan, Director

George Porter, Director

www.usenix.org/usenixsecurity24 @usenix @USENIXSecurity #usesec24
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Gold Sponsors
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Silver Sponsors
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Student Grant Sponsors
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Thanks also to...
« USENIX Security’ 23 co-chairs

 External reviewers

« All authors who submitted papers

 All of you for coming

@usenix @USENIXSecurity #usesec24

www.usenix.org/usenixsecurity24
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Instructions for Presenters

* Please report to session chairs in advance.

» Please email a PDF of your slides to slides@usenix.org
directly after your presentation.

www.usenix.org/usenixsecurity24 @usenix @USENIXSecurity #usesec24
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WiFi

Network ID: usenix
Password: security2024

www.usenix.org/usenixsecurity24 @usenix @USENIXSecurity #usesec24
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Scan QR code to join
Slack the USENIX Security Slack

WWW.usenix.org/sec/slack E HE!-T.E
#sec24 I ] L
#sec24-hallway F_ g B

#usenix-staff

Social Media
Tag with #usesec24

www.usenix.org/usenixsecurity24 @usenix @USENIXSecurity #usesec24
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Grant Recipients

Please meet by the badge pickup area at Registration Desk |
tomorrow at 2:50 pm (during the afternoon break)
for an optional group photograph.

www.usenix.org/usenixsecurity24 @usenix @USENIXSecurity #usesec24
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Symposium Activities

Wednesday Thursday
Symposium Reception Symposium Luncheon
6:00 pm-7:30 pm 12:00 pm-1:30 pm
Franklin Hall Franklin Hall
Student Meet-Up Poster Session and Happy Hour
7:30 pm—38:30 pm 6:00 pm—7:30 pm
Conference Rooms 407—-409 Franklin Hall

Refreshments provided by Futurewei
USENIX LGBTQ+ and Allies Happy Hour
Birds-of-a-Feather Sessions (BoFs) 7:30 pm—8:30 pm
7:30 pm—10:30 pm Conference Rooms 407409
Refreshments provided by Google

TikTok Sponsor Meetup and Happy Hour
7:30 pm—-8:30 pm
Conference Rooms 411-412

Birds-of-a-Feather Sessions (BoFs)
7:30 pm—-10:30 pm

www.usenix.org/usenixsecurity24 @usenix @USENIXSecurity #usesec24
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Code of Conduct

https://www.usenix.org/conferences/coc

All USENIX attendees, speakers, sponsors, exhibitors, staff, volunteers, and
community participants are required to refrain from harassment and to attempt to
avoid potentially offensive imagery or language when participating in USENIX
events, online communities, and social media. USENIX staff will enforce this Code
at all times, and expects cooperation from all participants.

www.usenix.org/usenixsecurity24 @usenix @USENIXSecurity #usesec24
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Open Access Content

Free to publish, free to watch and read, but not free to produce.

Support USENIX, a nonprofit organization!

Donate now:

www.usenix.org/conferences2024/donate

www.usenix.org/usenixsecurity24 @usenix @USENIXSecurity #usesec24
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Keep the community aware of USENIX conferences!

Remember to link to the USENIX website when
citing USENIX-published papers.

www.usenix.org/usenixsecurity24 @usenix @USENIXSecurity #usesec24
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Upcoming USENIX Events

SREcon24 Europe/Middle East/Africa
October 29-31, 2024, Dublin, Ireland

FAST ’25: 23rd USENIX Conference

on File and Storage Technologies

February 25-27, 2025, Santa Clara, CA, USA
Submissions due September 17, 2024

SREcon25 Americas
March 25-27, 2025, Santa Clara, CA, USA

NSDI ’25: 22nd USENIX Symposium

on Networked Systems Design and Implementation
April 28-30, 2025, Philadelphia, PA, USA

Fall paper titles and abstracts due September 12, 2024

www.usenix.org/usenixsecurity24

PEPR ’25: 2025 USENIX Conference
on Privacy Engineering Practice and Respect
June 9-10, 2025, Santa Clara, CA, USA

2025 USENIX Annual Technical Conference
July 7-9, 2025, Boston, MA, USA

Co-located with OSDI '25

Abstracts due January 7, 2025

OSDI ’25: 19th USENIX Symposium

on Operating Systems Design and Implementation
July 7-9, 2025, Boston, MA, USA

Co-located with USENIX ATC 25

Abstracts due December 3, 2024

@usenix @USENIXSecurity #usesec24



In Loving Memory of Professor
Ross Anderson (Uni Cambridge)

* Groundbreaking Research in Security Protocols and
Privacy Technologies

* Influential Contributions to the Economics of
Information Security

* Development of Security & Privacy Standards and
Policies

* Practical Solutions for Emerging Threats in Digital
Systems

* Advancing Understanding and Mitigation of
Cybersecurity Risks

* Tremendous Impact on Academia and Industry
Worldwide

* Inspiration for countless researchers
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Awards
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Artifact Awards
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Artifact Awards

Distinguished Artifacts

Distinguished Artifact Reviewers

Selected by the Artifact Chairs

Phani Vadrevu, Louisiana State University
Anjo Vahldiek-Oberwagner, Intel Labs

www.usenix.org/usenixsecurity24 @usenix @USENIXSecurity #usesec24
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Distinguished Artifact Award

PentestGPT:
Evaluating and Harnessing Large Language Models
for Automated Penetration Testing

Gelei Deng, Yi Liu, Victor Mayoral-Vilches, Peng Liu, Yuekang Li, Yuan Xu,
Tianwei Zhang, Yang Liu, Martin Pinzger, and Stefan Rass

This paper will be presented on today in Track 5 at 1:45 pm during the "LLM for Security" session.

www.usenix.org/usenixsecurity24 @usenix @USENIXSecurity #usesec24
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Distinguished Artifact Award

SafeFetch: Practical Double-Fetch Protection
with Kernel-Fetch Caching

Victor Duta, Mitchel Josephus Aloserij, and Cristiano Giuffrida

This paper will be presented on today in Track 3 at 3:15 pm during the "System Security II: OS Kernel" session.

www.usenix.org/usenixsecurity24 @usenix @USENIXSecurity #usesec24
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Distinguished Artifact Award

You Cannot Escape Me: Detecting Evasions of SIEM Rules
in Enterprise Networks

Rafael Uetz, Marco Herzog, Louis Hacklander,
Simon Schwarz, and Martin Henze

This paper will be presented on Friday in Track 4 at 9:00 am during the "Network Security Ill: Detection" session.

www.usenix.org/usenixsecurity24 @usenix @USENIXSecurity #usesec24
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Distinguished Artifact Award

ChainReactor: Automated Privilege Escalation
Chain Discovery via Al Planning

Giulio De Pasquale, llya Grishchenko, Riccardo lesari, Gabriel Pizarro,
Lorenzo Cavallaro, Christopher Kruegel, and Giovanni Vigna

This paper will be presented on Friday in Track 6 at 10:45 am during the "Security Analysis IV: OS" session.

www.usenix.org/usenixsecurity24 @usenix @USENIXSecurity #usesec24
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Distinguished Artifact Award

Terrapin Attack: Breaking SSH Channel Integrity
By Sequence Number Manipulation

Fabian Baumer, Marcus Brinkmann, and Jorg Schwenk

This paper will be presented on Friday in Track 7 at 4:00 pm during the "Crypto IX: Attacks" session.

www.usenix.org/usenixsecurity24 @usenix @USENIXSecurity #usesec24
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Distinguished Artifact Reviewers

Shubham Agarwal Lukas Gerlach Vidya Lakshmi Rajagopalan
David Balash Keno Hassler Mohammad Hammas Saeed
Luca Baldesi Haojie He Fan Sang

Yohan Beugin Ningyu He Till Schliter

Yuzhou Fang YiHe Salvatore Signorello

Chen Chen Seongmin Lee Ryan Vrecenar

Pascal Cotret Penghui Li Bowen Zhang

Hossam Elatali Jing Liu Ruiyi Zhang

Chuanpu Fu Alfusainey Jallow Xia Zhou

Alexander J. Gaidis Jonas Juffinger Yi Zhou

www.usenix.org/usenixsecurity24 @usenix @USENIXSecurity #usesec24
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Distinguished Reviewers

www.usenix.org/usenixsecurity24 @usenix @USENIXSecurity #usesec24
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Distinguished Reviewers

Lujo Bauer Rikke Jensen Dokyung Song

Juan Caballero Gabriel Kaptchuk Guillermo Suarez-Tangil
Yinzhi Cao Platon Kotzias Qiang Tang

Daniele Cono "D'Elia" Zhigiang Lin Mayank Varia

Andrea Continella Allison McDonald Daniel Votipka

Kelsey Fulton Vladislav Mladenov David Wagner

Carlos Ganan Shravan Narayan Gang Wang

Cynthia Irvine Elissa Redmiles Daniel Zappala

Fabian Ising Andrei Sabelfeld Mary Ellen Zurko

www.usenix.org/usenixsecurity24 @usenix @USENIXSecurity #usesec24
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Distinguished Paper Awards
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Distinguished Paper Award

InSpectre Gadget: Inspecting the Residual Attack Surface
of Cross-privilege Spectre v2

Sander Wiebing, Alvise de Faveri Tron,
Herbert Bos, and Cristiano Giuffrida

This paper will be presented today at 1:45 pm in Track 2 during the "Side Channel I: Transient Execution" session.

www.usenix.org/usenixsecurity24 @usenix @USENIXSecurity #usesec24
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Distinguished Paper Award

Yes, One-Bit-Flip Matters!
Universal DNN Model Inference Depletion
with Runtime Code Fault Injection

Shaofeng Li, Xinyu Wang, Minhui Xue, Haojin Zhu, Zhi Zhang,
Yansong Gao, Wen Wu, and Xuemin (Sherman) Shen

This paper will be presented today at 3:15 pm in Track 5 during the "ML Il: Fault Injection and Robustness" session.

www.usenix.org/usenixsecurity24 @usenix @USENIXSecurity #usesec24
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Distinguished Paper Award

HYPERPILL: Fuzzing for Hypervisor-bugs by Leveraging
the Hardware Virtualization Interface

Alexander Bulekov, Qiang Liu, Manuel Egele, and Mathias Payer

This paper will be presented today at 1:45 pm in Track 6 during the "Fuzzing I: Software" session.

www.usenix.org/usenixsecurity24 @usenix @USENIXSecurity #usesec24



33 USENIX SECURITY SYMPOSIUM S

Distinguished Paper Award

Indirector: High-Precision Branch Target Injection Attacks
Exploiting the Indirect Branch Predictor

Luyi Li, Hosein Yavarzadeh, and Dean Tullsen

This paper will be presented tomorrow at 9:00 am in Track 2 during the "Side Channel IlI" session.

www.usenix.org/usenixsecurity24 @usenix @USENIXSecurity #usesec24
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Distinguished Paper Award

Data Coverage for Guided Fuzzing

Mingzhe Wang, Jie Liang, Chijin Zhou, Zhiyong Wu, Jingzhou Fu,
Zhuo Su, Qing Liao, Bin Gu, Bodong Wu, and Yu Jiang,

This paper will be presented tomorrow at 9:00 am in Track 6 during the "Fuzzing II: Method" session.

www.usenix.org/usenixsecurity24 @usenix @USENIXSecurity #usesec24
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Distinguished Paper Award

Adversarial lllusions in Multi-Modal Embeddings

Tingwei Zhang, Rishi Jha, Eugene Bagdasaryan, and Vitaly Shmatikov

This paper will be presented tomorrow at 10:45 am in Track 5 during the "ML VI: Digital Adversarial Attacks" session.

www.usenix.org/usenixsecurity24 @usenix @USENIXSecurity #usesec24
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Distinguished Paper Award

Logic Gone Astray: A Security Analysis Framework
for the Control Plane Protocols of 5G Basebands

Kai Tu, Abdullah Al Ishtiaq, Syed Md Mukit Rashid, Yilu Dong,
Weixuan Wang, Tianwei Wu, and Syed Rafiul Hussain

This paper will be presented tomorrow at 10:45 am in Track 6 during the "Security Analysis Ill: Protocol" session.

www.usenix.org/usenixsecurity24 @usenix @USENIXSecurity #usesec24
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Distinguished Paper Award

Digital Discrimination of Users in Sanctioned States:
The Case of the Cuba Embargo

Anna Ablove, Shreyas Chandrashekaran, Hieu Le, Ram Sundara Raman,
Reethika Ramesh, Harry Oppenheimer, and Roya Ensafi

This paper will be presented tomorrow at 3:15 pm in Track 1 during the "Measurement Ill: Auditing and Best Practices I" session.

www.usenix.org/usenixsecurity24 @usenix @USENIXSecurity #usesec24
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Distinguished Paper Award

PURE: Payments with UWB RElay-protection

Daniele Coppola, Giovanni Camurati, Claudio Anliker, Xenia Hofmeier,
Patrick Schaller, David Basin, and Srdjan Capkun

This paper will be presented tomorrow at 4:30 pm in Track 3 during the "Mobile Security 1" session.

www.usenix.org/usenixsecurity24 @usenix @USENIXSecurity #usesec24
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Distinguished Paper Award

Smudged Fingerprints:
Characterizing and Improving the Performance
of Web Application Fingerprinting

Brian Kondracki and Nick Nikiforakis

This paper will be presented tomorrow at 4:30 pm in Track 4 during the "Measurement IV: Web" session.

www.usenix.org/usenixsecurity24 @usenix @USENIXSecurity #usesec24
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Distinguished Paper Award

Don't Listen To Me: Understanding and Exploring Jailbreak
Prompts of Large Language Models

Zhiyuan Yu, Xiaogeng Liu, Shunning Liang, Zach Cameron,
Chaowei Xiao, and Ning Zhang

This paper will be presented tomorrow at 4:30 pm in Track 5 during the "LLM II: Jailbreaking" session.

www.usenix.org/usenixsecurity24 @usenix @USENIXSecurity #usesec24
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Distinguished Paper Award

"I Don't Know If We're Doing Good. | Don't Know If We're
Doing Bad": Investigating How Practitioners Scope, Motivate,
and Conduct Privacy Work When Developing Al Products

Hao-Ping (Hank) Lee, Lan Gao, Stephanie Yang,
Jodi Forlizzi, and Sauvik Das

This paper will be presented Friday at 9:00 am in Track 1 during the "User Studies V: Policies and Best Practices II" session.

www.usenix.org/usenixsecurity24 @usenix @USENIXSecurity #usesec24
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Distinguished Paper Award

Learning with Semantics:
Towards a Semantics-Aware Routing Anomaly
Detection System

Yihao Chen, Qilei Yin, Qi Li, Zhuotao Liu, Ke Xu, Yi Xu,
Mingwei Xu, Zigian Liu, and Jianping Wu

This paper will be presented Friday at 9:00 am in Track 4 during the "Network Security Ill: Detection" session.

www.usenix.org/usenixsecurity24 @usenix @USENIXSecurity #usesec24
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Distinguished Paper Award

WhisperFuzz: White-Box Fuzzing for Detecting and
Locating Timing Vulnerabilities in Processors

Pallavi Borkar, Chen Chen, Mohamadreza Rostami, Nikhilesh Singh, Rahul Kande,
Ahmad-Reza Sadeghi, Chester Rebeiro, and Jeyavijayan Rajendran

This paper will be presented Friday at 9:00 am in Track 6 during the "Fuzzing IV: Hardware and Firmware" session.

www.usenix.org/usenixsecurity24 @usenix @USENIXSecurity #usesec24
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Distinguished Paper Award

ENG25519: Faster TLS 1.3 handshake using optimized
X25519 and Ed25519

Jipeng Zhang, Junhao Huang, Lirui Zhao,
Donglong Chen, and Cetin Kaya Kog¢

This paper will be presented Friday at 1:15 pm in Track 6 during the "Crypto VI: Security Analysis" session.

www.usenix.org/usenixsecurity24 @usenix @USENIXSecurity #usesec24
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Distinguished Paper Award

DVSorder: Ballot Randomization Flaws
Threaten Voter Privacy

Braden L. Crimmins, Dhanya Y. Narayanan, Drew Springall, and J. Alex Halderman

This paper will be presented Friday at 2:45 pm in Track 1 during the "Social Issues IV" session.

www.usenix.org/usenixsecurity24 @usenix @USENIXSecurity #usesec24
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Distinguished Paper Award

Dancer in the Dark: Synthesizing and Evaluating Polyglots
for Blind Cross-Site Scripting

Robin Kirchner, Jonas Moaller, Marius Musch, David Klein,
Konrad Rieck, and Martin Johns

This paper will be presented Friday at 2:45 pm in Track 4 during the "Web Security Ill: XSS and PHP" session.

www.usenix.org/usenixsecurity24 @usenix @USENIXSecurity #usesec24
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Distinguished Paper Award

Terrapin Attack: Breaking SSH Channel Integrity
By Sequence Number Manipulation

Fabian Baumer, Marcus Brinkmann, and Jorg Schwenk

This paper will be presented Friday at 4:00 pm in Track 7 during the "Crypto IX: Attacks" session.

www.usenix.org/usenixsecurity24 @usenix @USENIXSecurity #usesec24
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Internet Defense Prize
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Congratulations to the
2024 Internet Defense Prize Winner

Learning with Semantics:
Towards a Semantics-Aware Routing Anomaly
Detection System

Yihao Chen, Qilei Yin, Qi Li, Zhuotao Liu, Ke Xu, Yi Xu,
Mingwei Xu, Zigian Liu, and Jianping Wu

This paper will be presented Friday at 9:00 am in Track 4 during the "Network Security Ill: Detection" session.

www.usenix.org/usenixsecurity24 @usenix @USENIXSecurity #usesec24
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Save the Dates!

34th USENIX Security Symposium

August 13-15, 2025 « Seattle, WA, USA

Program Co-Chairs

-

Lujo éauer
Carnegie Mellon CISPA Helmholtz Center for
University Information Security

* Cycle 1 submissions due Wednesday, September 4, 2024
* Cycle 2 submissions due Wednesday, January 22, 2025

www.usenix.org/usenixsecurity24 @usenix @USENIXSecurity #usesec24
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Welcome and enjoy the symposium!

www.usenix.org/usenixsecurity24 @usenix @USENIXSecurity #usesec24
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Keynote Address

A World Where We Trust
Hard-Won Lessons in
Security Research,
Technology, and People

David Brumley, ForAllSecure
and CMU

www.usenix.org/usenixsecurity24 @usenix @USENIXSecurity #usesec24



